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PROFILE 

Computer Science graduate (SPPU) and ISC2 Certified in Cybersecurity (CC) pursuing a career in penetration testing and 
ethical hacking. Ranked in the top 1% globally on TryHackMe, with hands-on experience in web application security 
assessments, network reconnaissance, and vulnerability identification & validation using Burp Suite, Nmap, and Linux. 
Strong grasp of networking, web technologies, authentication, and APIs, built through an offensive security internship and 
self-directed CTF practice on TryHackMe, Hack The Box, and PortSwigger Web Security Academy. Also builds original 
security tooling end-to-end — from an ESP32-based wireless attack platform to a full social media app hardened against 
common web vulnerabilities. Strong analytical, problem-solving, and written communication skills. 

TECHNICAL SKILLS 

• Security: OWASP Top 10, web application security assessments, vulnerability identification & validation, authentication 
& API security, BLE/Wi-Fi attacks (deauth, flood, spoofing), secure coding practices (anti-XSS, anti-SQLi, anti-IDOR, rate 
limiting, file validation) 

• Tools: Burp Suite, Nmap, Wireshark, Kali Linux, Ubuntu/Linux CLI, UFW firewall configuration, Git/GitHub 

• Networking: TCP/IP fundamentals, web technologies, network reconnaissance and scanning, traffic analysis 

• Programming: HTML, CSS, JavaScript, Node.js, embedded C/C++ (ESP32/Arduino) 

• Reporting: Vulnerability documentation, remediation recommendations, technical report writing; strong 
analytical/problem-solving skills and written communication in English 

CERTIFICATIONS 

• ISC2 Certified in Cybersecurity (CC) — July 2026 

• Cisco Introduction to Cybersecurity — August 2026 

PRACTICAL EXPERIENCE — HANDS-ON SECURITY PLATFORMS 

• Ranked in the top 1% of users globally on TryHackMe; completed the SEC0 and SEC1 learning paths and the OWASP Top 
10 module, plus numerous CTF rooms and challenges 

• Currently progressing through the PT1 (Penetration Tester) path and CompTIA PenTest+-aligned content 

• Hands-on practice on Hack The Box and PortSwigger Web Security Academy 

• Completed OverTheWire Bandit (Linux/command-line fundamentals) and OWASP Juice Shop (hands-on web application 
exploitation) 

PROFESSIONAL EXPERIENCE 

Offensive Security Intern  —  Carbonbery Technology Pvt. Ltd. Jan 2026 – 31 Mar 2026 

• Performed vulnerability scanning and target reconnaissance using Nmap and Burp Suite 

• Assisted in identifying and validating web application vulnerabilities under senior guidance 

• Researched attack techniques and security concepts to support ongoing testing engagements 

• Documented findings and contributed to technical reporting 

Web Development Intern  —  A2Z IT Hub Pvt. Ltd. Jul 2025 – 10 Sep 2025 

• Developed and deployed a website using HTML, CSS, and JavaScript as part of a JavaScript certification project 

FEATURED PROJECTS 

Project V01D  —  ESP32-based Flipper Zero-style multi-tool   github.com/5H4RV1L/project_V01D 

• Built a portable wireless security testing device on ESP32 with BLE spoofing, MAC spoofing, Wi-Fi deauthentication and 
flood attacks, and universal IR remote control, among other RF/wireless features 

Synapse  —  Full-stack social media platform   github.com/5H4RV1L/synapse 

• Built core social features: live chat rooms, posts with replies, upvote/downvote, friend requests, live notifications, 
registration, login, and password reset 

• Implemented security controls including rate limiting, password strength rules, anti-XSS and anti-SQL injection 
protections, file upload validation, and anti-IDOR safeguards 

Shellscape  —  Retro-terminal Linux & cybersecurity learning platform   shellscape.sharvil.site 

• Designed a browser-based, retro terminal-themed platform for learning Linux and cybersecurity fundamentals across 
multiple domains, with CTF-style challenges 

• Other Projects: VIL Coin (a simple blockchain with mining, transactions, and a P2P ledger), an ESP32-cam FPV drone, a 
Bluetooth-controlled river-cleaning robot (final year project), and this personal portfolio site. 

EDUCATION & ACHIEVEMENTS 

Savitribai Phule Pune University (SPPU) 2023 – 2026 

B.Sc. Computer Science  •  Grade: A  •  CGPA: 7.08  •  Languages: English, Hindi, Marathi 

NASA Space Apps Challenge — 48-hour international hackathon, participant (4–5 Oct 2025) 

https://www.linkedin.com/in/sharvil-sagalgile-b5a539286
https://github.com/5H4RV1L
https://sharvil.site/
https://tryhackme.com/p/isitv01d
https://github.com/5H4RV1L/project_V01D
https://github.com/5H4RV1L/synapse
https://shellscape.sharvil.site/

